Tips for Safe

Online Transactions
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Security
Updates

Use advanced
anti-malware program
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High
Alert

Watch out for security
vulnerabilities in your PC
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Secure
Browsing

When you are using a
secured connection the
URL begins with
https://, but in all other
cases it begins with
http://. So make sure
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Website
URL Check

Deal with reputed
websites only.

ou are using https.
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Spending
Limit Check

What makes using debit
card extremely risky is
the fact that it is linked
to your bank account.
With spending limit,
credit cards cannot be
misused to the extent a
debit card can be. It is
pretty easy to dispute
fraudulent charges on a
credit card as compared
to recovering the money
taken out from a debit
card.

Do not
use public
computers!

Public computers are not as
safe as personal devices
because you don't know if
the latest security protocols,
like antivirus protections,
have been installed. You
also don't know who has
used the computer before
you and if any users have
compromised the device
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Set a strong and

Passwords

complex password
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Shopping



Tips for Online
Safety
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Online
Shopping

When shopping online,
always inspect the
address bar and verify
that the URL contains
“https” or the lock icon
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Email Sender
Address

If you don’t recognize the
email sender, don’t open

the email
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Email
Look-out

Pay attention to the
spelling of email
addresses, logos, brand
marks, subject lines,

\and email content/

Email
Scams

Be wary of emails
that use urgent
language and ask you
to help by
transferring funds or
sharing confidential
information
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Email
Links

Do not click on links
from unsolicited emails
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Happy
Shopping

Strong
Passwords

Keep software and virus
protection up-to-date
and use strong
passwords for online

\ shopping accounts./




